
Festive facts
Are you cybersecurity savvy? See if you know the answers to these festive security 
dilemmas. Or test your colleagues by using this quiz to kick off a team meeting.
All answers are available on page 2 – but don’t cheat! 

Dilemma 1
You are in a coffee shop when 
you decide to check your online 
banking to review your festive 
spending. Should you use the 
coffee shop’s public WiFi? 

Dilemma 5
A friend has sent you a social 
media game to find your reindeer 
name. You just combine your first 
pet’s name and the name of the 
road you live on, then post it in a 
comment. Should you play?

More than 1,600 social 

media profiles were 

taken down in 2019 – all 

linked to scam activity5.

There were 122,437 incidents of bank transfer scams (known as Authorised Push Payment fraud) in the UK in 20193.

80% of hacking breaches are due to weak or stolen passwords 4.

The UK saw a 
61% increase 

in malware 
offences in the 
last year2.

Dilemma 2
You have received a message on 
social media saying that if you 
forward the message to five more 
people, you will get a free gift. 
What should you do?

Dilemma 3
You are browsing the internet 
when an advert pops up with a 
very low price for a new tablet 
computer. The advert says the 
deal is only available for the next 
few hours. What should you do? 

UK victims lost £1.65 million to ticketing fraud in 2018/19 – that's £365 per victim1.

Dilemma 4
You receive an email containing a 
receipt for an Amazon order. You 
have not purchased anything 
from Amazon. The email asks you 
to click a link to view the details. 
What should you do? 



1 Action Fraud, Action Fraud warning as victims lose average of £365 to ticket fraud. 2 Office for National Statistics, Crime in England and Wales: year ending March 2020. 3 UK Finance, Fraud – The Facts 2020. 4 Verizon, Data Breach Investigations Report 2020. 5 UK Finance, Fraud – The Facts 2020

Festive facts
The answers

Dilemma 1 - answer
Do not use the public WiFi, use 
your own 4G connection instead.
Public WiFi is often unencrypted, 
which means criminals could 
intercept your information. 
Do not use it for online 
banking or shopping.

Dilemma 5 - answer
No, this is personal information. 
These social media ‘games’ are a 
way for fraudsters to gather 
personal information that may 
help them crack your password, 
or even steal your identity.

Dilemma 2 - answer
Delete it. 
No matter how appealing an offer 
of a free gift sounds, don’t fall for 
it. Never reply to or forward these 
messages and do not supply any 
personal information.

Dilemma 3 - answer
Do not follow the link. 
Search for reviews of the 
company online first. If you think 
it is genuine, go to the retailer’s 
website directly, and make
sure the web address begins 
with https://. 
Cybercriminals put fake adverts 
online, especially at Christmas. 
Make sure the site is reputable 
before you buy anything.

Dilemma 4 - answer
Do not click the link – log into 
the official Amazon website to 
check the details. 
Fake receipts, delivery updates or 
missed delivery notices are used 
by phishers to steal your sensitive 
information, especially at this 
time of the year. 


